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‘- SUBJECT Signals Intelligence (SIGINT) (U)

Refs.: (3a) National Security Council I_ntelligence'l)ire;:?:i\}e
ST .. No. 6,-"Signals Intelligence",: (U) February 17, 1972

; o « « - (b) .DoD Directive S-5100. 20, "The National Security
v Cev . Agency and the Central Security Service', (U)
N .. December 23, 1971

' ER (c). . The National Security Agency/ Central Security
0 .. ... Service Organization Plan, (U) April 14, 1972{ 1/

(d) DoD Directive S-3115..2, "Electronics Intelligence
v (ELINT)", (U) February 7, 1967 (hereby cancelled)

» ' ';" B (e) DoD Directive S-3115, 4, "Communications
( L Intelligence (COMINT)", (U) Maxch 19, 1959
~. AW - Wi (hereby cancelled)

- ) 210 omesTivE 5320,24 "l’ﬂaff?s/vmk Iﬂrf»ﬂ‘fp?’ ’_ f
I (U) 'PURPOSE A Eﬁ”E*SD’?#FiéI‘N@ " A’daz/s 7‘:7,/747 |

R Thls Dz.rect:.ve as51gns respons:.b:.ht:.es, roles and

R HE f::' 2 - .-i " *missions to DoD components with: regard to the SIGINT
( B - ! rnission o£ the United States. . - Xi'z:..-
o, . S TN PO T
_ (U) CAN CELLATION
References (d) and (e) are hereby superseded a.nd
cancelled. :
1II. (U) APPLICABILITY
. The provisions of this Directive apply to the Oifice of the
N Secretary of Defense, the Military Departments, the Joint
1/ Distributed on 2 need-to-know basis. Copies available from
OASD(I)
’ - Classified by DASD(R&M), OASD(I)
( {Exempt from General Declassification

Schedule of Executive Order 11652
Exemption Category 2
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Chiefs of Staff, the Unified and Specified Commands, the -
Defense Intelligence Agency, the National Security Agency/
Central Security Service, and other Defense Agencies
'(herem called DoD Components). -

v, (U) DEFINITIONS

T . T {'- St e Ve . o e
Pors ¥ . 5
b 5') [ J

The terms a.pphcable to thJ.S D1rect1ve are def1ned in
~ enclosure 1.

’_ [ S e SR &0 B TR i

A fG-)— POLICY

e L LA “'.‘. - Eoynnlo {53» a.: :
B A.. (U) In a.ccorda.nce with the provisions of reference (a.), o
R ' “the Secretary of Defense is the Executive Agent of s
: the Government for the direction, supervision, .
fu.néh.ng, maintenance ‘and .operation of the National
" wiio. U s:Security Agency (NSA)/Central Security Service - 7 .
o 47 . i1(CSS) as the unified SIGINT organization of the, ' '
et L qumted States,.. The Assistant Secretary of Defense o
+ . :s:(Intelligence) is the principal staff advisor and S
isl assistant to.the Secretary of Defense. ‘for all S .
" matters’ concern1ng the management of 1nte1hgen.ce a
resources, programs and act1v1t1es of NSA./ CSS
“-and related activities. - SRR
. AV ay r:¥\=¥%“ -,,.r- iy -"-,gi‘z‘h, -q.).'-'.. _.,4_._. f:_, o
-(e-) The Dlrector, Na.t:.ona.l Secur:.ty' Agency (DIR.NSA)/
5. . Chief,.CSS will conduct all.DoD SIGINT opera.t:.ons, '
< i I Biincluding those: requ:.red to support electromc war-
~fare (EW), except when he delegates SIGINT ' "4'
‘ opera.t:.onal tasking authority over NSA/CSS a.c‘l:w:.t:.es
. as provided in references {(2), (b) and.(c). In the
case of mobile military SIGINT pla.tforms, he shall
.. state movement requirements through appropna.te,
cha.nnel's to the military commanders who shall =
retain responsibility for operational command of
the vehicles, ] '

l"

.}:r i t‘. ._-‘ oo o

C. (U) For systems and resources dedicated to other
‘missions but having a SIGINT capability, the
DIRNSA /Chief, CSS, will provide advisory tasking
which will be accepted as long as it does not inter-
fere with the primary purpose of the resources or
the mission of the commands to which they are
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"assigned. All such tasking will be channelled
through the commander to whom the resources are
" assigned. Commanders so tasked will insure that
all SIGINT collected is promptly provided to des:.g-
. nated NSA/CSS activities.

D. (U) The DIRNSA/Chief, CSS will insure that the capa-
T ."...:-:-':‘bilities of SIGINT activities designated for wartime
~ - or contingency deployment are productively utilized

o o .~during peacetime in support of a.ppropr:.a.te SIGINT '
o ‘:-4:'" 5 and readiness reqmrements. _—
A'.-—!.—;—:-..' : e bd" '\- : “-" -7 T
_ E. (U) The DIRNSA/ Chlef CSS a.nd other DoD components
- " . . will exchange information concerning techniques,
. o - -.m: _procedures, and equipment evolved as a result of

~-; their respective SIGINT and non-SIGINT research,
"~ development, test, and evaluation (RDT&E) programs

P -.when the information is. believed to have a potent:.al
-_._--. ' apphca.t:.on to both. o

- N - F. .__,(U) M.1.11tary comma.nders w-1.11 conduct such EW opera.t:.ons,
( T ' _as necessary, to provide immediate support to tacti-
.-.cal operations. Electronic warfare support measures
_ (ESM) resources required for the conduct of EW will Ao
.be specifically authorized by the Secretary of Defense . .
for this purpose. SIGINT resources to support EW
, - . » may be delegated by DIR.NSA/ChJ.ef CSS, as prov:tded
o _ . : o -"’:':, -.for in reference (c). .. - _ R,
'{ A G. (U) ESM resources collect S1gnals in the electromagnet:.c _ :
) spectrum and thus. are SIGINT-related. As such they
will be addressed on a case-by-case ba.s:.s by the
SIGINT Resources Committee in consonance with the ‘
procedures contained in reference (c). If the SIGINT .
Resources Committee finds that an ESM resource
should be assigned to the Central Security Service,
- its finding will be coordinated with the military depart-
ment concerned and other appropriate elements of
DoD prior to its submission to the Assistant Secretary
of Defense (Intelligence).

VI. {Sy— RESPONSIBILITIES

v

'A. The Secretaries of the Military Departments will:

."/ -

1. {U) Plan and program for SIGINT resources in consonance
3 . : .
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with fiscal guidance established by the Secretary of Defense
and program guidance received from DIRNSA/Chief, CSS.

2. (U) Budget for their respective SIGINT reeources in consonance
with programs approved 'by the Secretary of Defense.

3. (U) Submit their SIGINT req\nrements to the Defense Intell:.gence -
" Agency (DIA), simultaneously providing an information copy
to NSA/CSS. (During the development phase of a requirement,
and subsequent to its validation, direct coordination between
the Military Departments and NSA is encouraged, keeping
DIA informed of any change 1n sta.tus a.nd sat:.sfact:.on of the

A requ:.rement. ) we R e : AR '

. "-'-;,« —,

4. (U) Levy' time-~sensitive or otherw:.se urgent SIGIN'I‘ 1nforma.tr.on
' needs dJ.rectly on NSA./ CSS sa.multa,neously 1nforn:nng D]'A.
. r"#--‘“ e e STReive v.} .-
5. (U) Prov:.de mlhtary personnel to NSA/ CSS in accordance w:.th
- approved requirements and procedures, normally for a tour
of at least 36 months. (Career program assignments of
‘" longer duration for specially qualified personnel may be ‘
a.rra.nged with the Department concerned.) B

S e - ..-.'-.:,_ 4 o }_, . . ERC ST

.'..‘.‘ .

AP

- 6. (U) Provide a.dm:.mstra.h.ve and loglst:.c support requ:.red by'
' 74" 'the Service Element Commanders of the CSS and their A
: Serv:.ce cryptolog:.c organizations.. " "7 R
" I e L AR Al ‘gﬁj e ’3-14"'"”‘» RG2S e
7. (U) Prov:tde SIGINT facilities a.nd resodrces for the conduct and
support of SIGINT operations as authorized and directed by
~ the Secretary of Defense, mclud:.ng reserve programs to
“meet emergency or wartxme reqmrements for SIGINT
'~ resources. N e

8. (U) Assist NSA/CSS in conducting research and development to
meet the needs of the United States for SIGINT by:

a. Coordinating their SIGINT RDT&E requirements with
' DIRNSA/Chief, CSS.

b. Accomplishing specified SIGINT RDT&E tasks within
approved programs as requested by DIRNSA/ C]:nef
GSS

4
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' c. Fully informing DIRNSA/Chief, CSS, of any
' proposed ESM RDT&E programs prior to final

Serv-.Lce program a.pproval

- 48Y" Conduct those SIGINT activities, other than
. . cryptanalysis, undertaken in support of their
777" missions under the authority of and in accordance
 with the provisions of National Secur1t Council
Intelligence Directive (NSCID) No. 52 7y where feasible,
. coordinate such activities with the DIRNSA/Chief,
.....CSS or his representat:.ve. (I‘he information derived
. from such activities shall be so handled as to give
_ suitable protect:.on to related activities and shall.
" " be passed to the NSA/CSS to the extent desired by
the DIRNSA./Chief, CSS, as soon as the special
it . . Security requ:.rements of the collector have been
sa.t].sﬁed ) SR CmEeres ST pzo s

N

(U) Fulf.:.ll log:.stz.c support reqmrements of the NS.A./
_ S ~ Css as a.uthor:.zed a.nd directed by the Secretary
< : - . of Defense. T A ,_"" v e e :

11, (U) In coordination with DIRNSA/Chief, CSS maintain
: "~ .. a system of reporting program execution data to
NSA/ CSst support SIGIN T mana.gement '

l. ot

-B. (U) The J'o:.nt Ch:.efs of Sta.ff (J' CS) w:.ll-
’ s AR |-‘--"-’-~’-=f«--s s ERERE PO
{ - 1. ' R.ev1ew, as they reqmre, the SIGINT plans and programs- '
N . of the DIRNSA./Chief, CSS for adequacy and responsive-" |
' o ness in support of approved military plans and make
recomn1endat10ns to the Secreta.ry of Defense, as g
appropr:.ate. S R S =

2. Monitor the responsiveness of the United States SIGINT
system to military requirements, and make recommenda~
tions to the Secretary of Defense.

3. Submit their SIGINT requirements to DIA.

- 4, Coordinate, direct and supervise the operations of
airborne and seaborne military SIGINT platforms in
response to mission requirements stated by the DIRNSA/

( Chief, CSS and procedures determined by the Secretary

of Defense.
SERET
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5. In accordance with prescribed procedures, keep the
Secretary of Defense advised on the status of SIGINT
resources, particularly those resources of which the
SIGINT operational tasking authority has been delegated
to military commanders.,

e 2
LIt e
%3

C. 46 The DIRNSA./Chief, CSS responsibilities and authorities are
. defined in reference (b). He shall act as the principal SIGINT
advisor to the Secretary of Defense, the Director of Central
Intelllgence, and the Joint ChJ.efs of Staff. In exercising
- SIGINT operational control over the SIGINT resources of the

: _Umted States, he w111 also conduct such COMINT and ELINT

" activities as are req_ulred to support EW activities. The
«-relative-roles of the: Na.t1ona.l Secunty Agency a.nd the Central
Secur:.ty Service are de11ne?.ted 1n reference (c)

i".'-a- : ' st S
) . T 1.1....'..:‘ % TR _5:_! _‘q*r’ﬁ-'-x - A g e Rl

(U) The DJ.rector, Defense Inte111gence Agency (DI.A.) w111-

A Va.l:l.da.te a.nd ass:.gn pr10r1t1es for DoD SIGINT requlre-
.+ .+ ments, and assign them to NsA/ CSS for a.ctlon in
accordance w1th prescnbed procedures.

- - ..mu\. wE .;\?..:_- -

Tler:-2. Review and eva.luate the sa.t1sfa.ct10n of a.11 DoD SIGINT
CRErmar requ:.rements 1ev1ed on NSA./CSS “ -

. -:le. 8

3. Im colla.bora.t:.on Wlth the J'o1nt ChJ.ef.s of Staff the
R Military Depa.rtments and the Unified and Specified _
el Commands, evaluate the contribufion of SIGINT, in = -~
cmrmeoro o relation.to all other intelligence information, in the
T e production of f:.nlshed 1nte111gence w1th1n the Depa.rt-
‘ment of Defense.

,.u,.,!}_,. C -—v- ..._..

...........

E. ~5r Comma.nders of Uniﬂed andSpec1f1edwCommands will:

airborne and seaborne SIGINT platforms in
accordance with instructions issued by the JCS
and in accordance with mission requirements of
DIRNSA./Chief, CSS.

] 1. (U) Exercise operational command of military

2. (U) Submit their SIGINT requirements to DIA, simul-
taneously providing an information copy to NSA/
CSS. (During the development phase of a

6

—SEERET
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requirement and subsequent to its validation,
direct coordination between the Unified and
Specified Commands and NSA is encouraged,
keeping DIA informed of any changes in

. status and satisfaction of the requirement, )

- 3, - (U) Levy time-sensitive or otherwise ur.gent
SIGINT information needs directly on the
NSA/CSS, s1mu1ta.neously 1nform1ng DIA.

4, (U) Submit requests for delegatlon of SIGINT

L .= operational tasking authority of SIGINT
resources to the DIRNSA[ChJ.ef Css, in
accordance with reference (c).

N

5. (U) Assiune temporary opera.tiona.l control
: (SIGINT operational tasking authority)
of SIGINT resources in accordance w11:h
reference (c).
= : ' . 6. S Conduct those SIGINT activities, other
( than cryptanalysis, undertaken in support
.. of their missions under the authority of
.- and in accordance with the provisions of
;- 'NSCID No. 5; where feasible, coordinate. .
"7 such activities with the DIRNSA/Chief, =
. CSS, or his representative. (The informa- |
_ o o tion derived from such activities shall be
( . ' : o so handled as to give suitable protection
~ . - ' _ . . to related activities and shall be passed to
' ' '~ the NSA/CSS to the extent desired by the = .
DIRNSA./Chief, CSS as soon as. the special
security requirements of the collector have
been satisfied. )

F. (U) Non-DoD Departments and Agencies:

The DIRNSA/Chief, CSS, will arrange as neces--
sary for the conduct and support of SIGINT activities
outside the Department of Defense in accordance with
the provisions of reference (a).

Vil. (U) EFFECTIVE DATE
This Directive is effective upon publication. Two copies
of implementing instructions shall be forwarded to the
7 :
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Assistant Secretary of Defense (Intelligence)-within
. 90 days. '

Secretary of Defense

Enclosure - 1 S
1. Definitions

8
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Apnhcable to DoD D1rect1ve S 3115 7 are the followmg de:m:.tlons

¥*

*

A. (U)

B. (U)

COMIN Tis tech_mcal and mtell:.cence mformatv.on der:.ved

SEERET-

S-3115.7 (Encl 1)

~ DEFINITIONS

Signals Intelligence (SIGLNT) is a category “of intelligence
information comprising all Communications Intell:.a_ence
(COMINT), Electronics Intelligence (ELINT), and

Telemetry Intell:l.gence (TELINT)._ . : SO

* -

from f.ore:.dn communications by other than the intended

- recipients. COMINT is produced by the. collectmn and
processing of foreign communications passed by electro-
.magnetic means, with specific exceptn.ons stated below,

B

and by the processing of forelgp_encrypued communica-
tions, however transmitted. Collection comprises search,

_intercept, and direction finding. Processing comprises “
- range estimation, transmitter/ operator identification, '

signal analysis, trafiic a.nalys:.s, cryptanalysm, decryptioa,

" study of plain text, the fusion of these processes, and the

reportmg of results. COMINT sha.ll not mclude.

_'_'._.__,commum.catlons, except the processing of written 7
plain text versions of comu.nlcanons which have been
encrypted or are mtended forr subsequent encryptz.on.

2. Intercept a.nd processmg of press, propaganda and

" other public broadcasts, except for processing

encrypted or ""hidden meaning' passages in such

broadcasts.

3. Oral and wire interceptions conducfe;-l u.a&er DoD
Directive 5200. 24. (Reference f.)

4, Censorship.

This page is Unclassified
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C. (U) ELINT is technical and intelligence information derived from
foreign, non-communications, electromagnetic radiations
. emanating from otHer than atomic detonation or radioactive
sources. ELINT is produced by the collection (observation
and recording), and the processing for subsequent intelligenc'e
purposes of that information. ' '

*D. (U) TELINT is technical and intelligence information derived from *
the intercept, processing, and analysis of foreign telemetry.

E. (U) "SIGINT résources comprise units/activities and orcaniZational

* elements engaged in the conduct of SIGINT (COMINT ELINT *
or 'I‘ELIN'I‘) a.ct1v1t1es. - (

- F..(U) SIGINT operat1ona.1 control is the a.uthor:.ta.t:.ve d1rectzon of

' SIGINT activities, _J.nclud1ng tasking and allocation of effort,

- and the authoritative prescription of those uniform techniques

and standards by which SIGINT mformat:.on .‘LS collected
processed a.nd reported.

G. (U) SIGI\TT operational ta.sk:.ng is the a.uthor:.ta.tlve opera.t:onal

- direction of and direct levying of SIGINT requlrements by a
mllz.ta.ry commander on des:.gna.ted SIGINT resources,  These

" requirements are .directive, 1rrespect1ve of other prlorlt:.es -'

- and conditioned only by the ca.pa.b:.l:.ty of those resources to
produce such information. "Operational tasking includes

authority to deploy and redeploy all or part of the SIGINT o e
resources for which operational tashng authontv has been . ' (‘ '
delegated. : : ’

ek LT e e LR -

 H. (U) SIGINT advisory tasking is tasking proposed by DIRNSA/Chief,
CSS for systems and resources dedicated to missions other-
than SIGINT, but possessing a SIGINT collection capability.
Advisory tasking will be accepted by the commmanders controlling
such resources as long as the tasking does not interfere with the
primary purpose of the resource or the mission of the commands
to which they are assigned. When SIGINT advisory tasking is
proposed, DIRNSA/Chief, CSS, will provide technical gu:.da.nce,
as required.

2
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I. {U) Electronic warfare (EW) is military action involving the use
of electromagnetic energy to determine, exploit, reduce, or
prevent hostile usedf the electromagnetic spectrum and
action which retains friendly use of the electromagnetic
spectrum. There are three divisions within EW.

1. Electronic warfare support measures (ESM) are that division
of EW involving actions taken to search for, intercept, locate
and immediately identify radiated electromagnetic energy for
the purpose of immediate threat recognition. Thus, ESM
provide a source of information required for immediate action
involving ECM, ECCM, avoidance, targeting, and other
tactical emplbyment of forces.

VY

2. Electronic-: countermeasures (ECM) are that division of EW
involving actions taken to prevent or reduce an enemy's
effective use of the electromagnetic spectrum. ECM include:

a. Electroric jamming - The deliberate radiation, re-
- radiation, or reflection of eleciromagnetic energy with
.the object of impairing the use of electronic devices,
. equipment, or systems being used by an enemy..

b. Electronic deception - The deliberate radiation, re-

“ radiation, alteration, kabsorption, or reflection of ) .
. electromagnetic energy in a manner intended to mis-
12ad an enemy in the interpretation or use of informa-

" tion received by his electronic systems. There are
two categories of electronic deception: '

P

(1) Manipulative - The alteration or simulation of
riendly electromagnetic radiations to accomplish
deception. '

’

{(2) Imitative - The introduction of radiations into enemy
channels which imitate his own emissions.

3. Electronic counter-countermeasures (ECCM) are that division
of EW involving actions taken to insure friendly effective use
of the electromagnetic spectrum despite the enemy's use of
EW.

. 3
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